LOENAPTAMEHT «AAMIHICTPALIS MICBKOIO FONOBU» NbBIBCBKOI MICbKOI PAOM

OGI'PYHTYBaHHSA TEXHIYHUX Ta AKICHUX XapaKTepMCTUK NpeameTa 3akynisni

«Mocnyru i3 3a6e3nevyeHHa gocTyny Ta 06CAYroByBaHHA NOKanbHOT Mepexi»

(4K 021:2015: 50330000-7 Mocnyru 3 TEXHIYHOro 0OCNYroByBaHHA
TeneKoMyHikauiiHoro o6nagHaHHsa)

Ha BukoHaHHs nocTanosun KMY Big 11 xoBTHA 2016 p. N2 710 «lpo edpekTvsHe
BUKOPUCTAHHA AEPXKaBHMX KOLUTIBY» Y 3B's3KY i3 HeobXxiaHicTio NpoBeAeHHs «Mocnyru i3 3abesnedveHHA
[oCTyny Ta oBcnyroByBaHHA nokanbHoi mepexi» (K 021:2015: 50330000-7 lMocnyrn 3 TeXHIYHOro
oBCnyroByBaHHA TenekoMyHikauiiiHoro obnagHaHHs) HeobxigHo 3abeaneynTu  ONPUMIOAHEHHA
0BIPYHTYBAHHA TEXHIYHUX Ta SIKICHUX XapakTepucTWK NpeameTa 3akynisni, horo ovikyBaHol BapTOCTI
Ta/abo po3mipy BHOAKETHOrO NPU3HAYeHHsA Ha BNacHoMy Beb-caiTi.

1. HasBa npeamMeTta 3akyniBni i3 3a3Ha4yeHHAM Kogy 3a €O0UHUM 3aKyniBenLHUM
CITOBHUKOM:

2. «Mocnyru i3 3a6e3nedyeHHs AocTyny Ta obcnyrosyBaHHs rokanbHoi mMepexi» (K 021:2015:
50330000-7 Mocnyru 3 TexHiYHOro 0bcnyroByBaHHA TENEKOMYHikauinHOro obnagHaHHs)

3. Bug Ta ineHTudbikatop npoueaypv 3akynieni: BigkpuTi Topru 3 ocobnnBocTAMK, UA-2024-
01-25-005457-a.

4. O6rpyHTYBaHHA AouUinLHOCTI 3akyniBni: sakynisns «Mocnyrw i3 3abeaneyeHHa AOCTYNY Ta
oBCAYroBYBaHHA NokanbHoi  Mepexi» (OK 021:2015: 50330000-7 [Mocnyrn 3 TEXHIYHOro
0BCNYroBYBaHHA TenekoMyHikaLiliHoro obnaaHaHHa) 34iMcHETbCA AnA 3abesnedeHHs poboTw
NEMNAPTAMEHTY «AOMIHICTPALIA MICBKOIO roioBU» NbBIBCLKOI MICBKOI PALW.

5. OuikyBaHa BapTiCTb Ta OGFPYHTYBaHHAI OuiKyBaHOi BapTOCTi npeamera 3akyniseni:
109940,00 rpH. BuaHayeHHa ouikyBaHOi BapTOCTi MpeaMeTa 3akynisni oBymoBneHo, Ha nigcrasi
3aTBEPAXKEHO! LIEHTPanbHUM OpraHoM BUKOHABYOI Bnaaw, Wo 3abeanedye popmyBaHHs Ta peanisye
[epxaBHy NOMITUKY Yy cdpepi nyBniyHux 3akynisenb, NPUMIPHOT METOANKM BUSHAYEHHS ouikyBaHoi
BapTOCTi NpeaMeTa 3akynieni, a came; 3rigHo 3 nyHkTom 1 posainy |l Hakasy MiHicTepcTBa PO3BUTKY
eKoHOMiKM, TOprieni Ta cinbcbkoro rocropapctea YkpaiHu sig 18.02.2020 Ne 275 3i 3miHamu,
CTAaTUCTUYHUM aHani3oM iHdopmauii Npo LiHy npeamMeTta 3akynieni (MOPIBHAHHA LiH Ha aHanorivHi
nocnyry, 3akynneHi y nonepeaHi nepiogu Ta UiH Nocnyr, LWo MICTATBCA B Mepexi |HTepHeT vy
BiIKPUTOMY ACTYMi, B TOMY YMCIi B E€NeKTPOHHIN cuctemi 3akynisenb «[1po3opo») BpaxoBytoun
HeobxigHi 0BcArv Ta 3annaHoBaHi GIOMKETHI NpusHadYeHHsa Ha 2024 pik.

6. OGrFPYHTYBaHHA TEXHIYHUX Ta AKICHUX XapaKTepUCTUK npeamera 3akynisni: TepmiH
HagaHHs nocnyr — 8o 31 rpyaHs 2024 p.

AkicHi Ta KINbKIiCHI XapakTepucTUKM 3asBMNEHOT KinbKOCTi Ta sKOCTI nocnyr BM3HaYeH 3
ypaxyBaHHSAM KiNbKOCTi OAVHWLb NPUCTPOIB 3aMOBHWIKE, AKUM HeobxigHo 3abesnedynTn QOCTYN A0
nokanbHOT Mepexi Ta HeobxiaHux NoTped AN BUKOHAHHA NOBHOBaXEHb AeNapTaMeHTy.

BpaxoByloun 3asHaveHe, 3aMOBHWK NPUAHSAB PILIEHHA CTOCOBHO 3aCTOCYBAaHHA Takwx
TEXHIYHUX Ta AKICHWUX XapaKTepWUCTUK NpeameTa 3akynisni:

1.MiaTpMMKa npauesnaTHOCTI KOMN'toTePHOT nokanbHOi Mepexi 3amoBHWKa B OesnepepBHOMY
pexuMmi — 24/7.

2. BuKOHaBeUb HanalITOBYE OKpemy BipTyanbHy IOKanbHy Mepexy (VLAN) 3acobamu, Wo
MaloTb [AilouUiA BUCHOBOK LLIOAO BIANOBIAHOCTI BUMOram HOPMAaTWUBHWX [IOKYMEHTIB 3 TEXHI4HOro
3axucTy iHdopmauii AnNA  MNiAKNKYEHHA  He3anexHoro 3'eqHaHHA, Wo ©Oyae BigcTexysaTucA i
KOHTPOMIOBATUCA CMCTEMOIO MOHITOPWHrY 3rifHO BUMOT Ta 3BEPHEHb 3aMOBHWKA. MapLupyTusauis
nokanbHOi Mepexi Ta 3B'A30K 3 IHWWMU Mepexamu BukoHaBelLpb MNOBWHEH 3abeanedysaTut
MapLLpPYTU3aTOPOM 3 (OyHKLIIEID MDKMEPEXEBOro ekpaHy HacTynHoro nokoniHHsa (NGFW) 3 3aranbHot
NPONYCKHO 3AATHICTIO He MeHwe 2 [GiT/c.

3.BukoHaBeLpb 34INCHI0E NOCTIHUA Ta GeanepepBHWA MOHITOPUHT npauesnaTtHoCTi MepPeXHoro
obnagHaHHs B CUCTEMi MOHITOPUHTY Cryx6 i CTaHiB KOMM'IOTEPHOI Mepexi.




4 BuKoHaBelb MNOBWHEH 3abeaneunTu ONTWYHMIA KaHan 3B'A3ky BiA cefe, ANs MOXIUBOCTI
HanalTyBaHHA Ta MOHITOPWHIY AOCTYNy Ta 06CnyroByBaHHA NOKaNbHUX MEPEeX.

5.3abe3neveHHs HagiHoi Ta 6e3nepebiitHol poboTK NoKanbHOT Mepexi, BUKOHaBeLb NOBUHEH
3abe3neynTn KepoBaHUMK KoMyTaTopamu 2 piBHA, Moaeni (MoAenb) AKUX MakTb BWCHOBOK LLOAO
BiANOBIAHOCTI BUMOramM HOPMAaTUBHUX AOKYMEHTIB 3 TEXHIYHOro 3axucTy iHdhopmalii Ta BignoBiAaTb
HacTynHUM BuMoram abo € Kpalumu:

» QikcoBaHa 1U — ana BcTaHoBneHHs B 19" wady

e He meHwe 24 nopris, He ripwe Hixx 1000BaseT

¢ He meHwe 4 noptiB 1Gb SFP

e [MponyckHa eMHICTb KOMyTaUil He MeHLe 41 MnH.nak./cek

e 3aranbHa eMHICTb KOMyTaUii He meHLWwe 56I6/c y pexumi NoBHOro aynnekca

e Poamip Tabnuui MAC-agpec He meHwe 16000 sanucis

e MiaTpmka Jumbo-kaapis po3mipom He MeHwe 9220 BanT

¢ ®OyHKUioHanbHi BuMoru Dynamic Host Configuration Protocol (DHCP)

e CymicHicTb 3 Radius Server Ta Aruba Clear Pass a6o ekBiBaneHTHUM cepBicoM

e Internet Group Management Protocol (IGMP) v2

» VVoice VLAN

e Rapid Per-VLAN Spanning Tree (RPVST+)

e Network Timing Protocol (NTP)

e NOPTH 3 NigTPUMKOO POE

¢ |[EEE 802.3ad Link Aggregation Control Protocol (LACP)

e MAC-based VLAN assignment

¢ Access Control Lists (ACLs) Ha ocHoBi VLAN Ta noptis

» Spanning Tree Root Guard (STRG)

e Bridge protocol data unit (BPDU) Guard

e [13epKantoBaHHA NopTiB

6.HasBHiCTb NigTpUMKKM KopucTyBadiB (Bigdin, cnyxba, ueHTp, Towo). BukoHaselb 3MiCHIOE
NIATPUMKY KOpUCTYBaYiB (3aMOBHMKA) Y poboquii Hac 3amMoBHWKa AK BiAAAneHo Tak i nokaneHo 3a
afpecolo 3aMOBHWKa/BCTaHOBMEHOro obnaaHaHHs.

7.Cnyx6a NiATPUMKN BWKOHABUS LWOAO HafaHHA nocnyr 3 o6cnyroByBaHHs NOKanbHOI
KOMM'IOTEPHOT Mepexi NoBMHHa 3abeanedyyBaTit HacTynHe:

. PeecTpalis 3BepHeHb B eauHin CRM cuctemi;

. Cynposig 3asBKWN A0 MOMEHTY MOBHOMO BUPILLUEHHSA 3BEPHEHHS,

J 3BOPOTHIil 38’A30K 3 KOPUCTYBaYEM (3aMOBHUKOM) NICNA 3aKPUTTA 3BEPHEHHS,
. 3anuc TenedoHHNX PO3MOB 3 KOPUCTYBa4YeM (3aMOBHVKOM).

8.HanmexkHa nigTPUMKa 3aMOBHWKA 3AINCHIOETBCA BUKOHaBUEM uYeped OaraTokaHanbHy
TeneoHHy NiHil0 3B'A3KY (3 MOXNMBICTIO OAHOYACHOT NIATPUMKU Binblle HiXK O4HOro 3aABHWKa B
TeneOHHOMY PEXUMI).

9.BuKOHaBeLb 3A4IMCHIOE NOCTIHMI Ta 6e3nepepBHU MOHITOPUHI PECYPCIB Ta BUKOPUCTAHOrO
Tpadiky.

10.BvKOHaBeLb 3AIMCHIOE NIAKMNIOYEHHS KOPWUCTYBa4iB A0 KOMM'IOTEPHOT mepexi (K- poseTka
RJ-45), 3a HeoBXigHOCTI, 34INCHIOE 3aMiHy PO3ETOK, KOHEKTOPIB, MEepPEXeBoro kabento, ToLLO.

11.BukoHaBelb NOBWHeH 3abesneynTv BIAHOBNEHHA MNpaue3AaTHOCTI Ta/abo 3aminy
oBnafHaHHA He nisHille 3-X roavH 3 MOMEHTY 3BEpHeHHA. Y Bunaaky Buxody 3 nagy obnagHaHHsA
foro 3amiHa Mae 3ajiicHioBaTUCA NpoTaroM 3 roanH (He Ginblue), Yac BUKOHaHHSA poboui AHi, poboui
rOQVHW.

12.BukoHaBeLb 3abesnevye opraHizaLito HagaHHs nocnyru NpoTAaroM 3-X AHIB 3 AHA NigNucaHHA
ZLOroBopy.

13.0OpieHTOBHA KiNbKICTb MPUCTPOIB 3aMOBHWKa AKUM HeoBxiaHo 3abesneunTn A0CTYNn A0
nokanbHoi KoMN'loTepHOT Mmepexi — 63.

YnoeHoBa)eHa ocoba
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