AEMAPTAMEHT «AOMIHICTPALIA MICBKOIO rofloBW» JIbBIBCbKOI MICLKOI PAIU

OGrpyHTYBaHHA TEXHIYHMX Ta AKICHUX XapaKTepUCTUK NpeameTa 3akynisni

«Mocnyru i3 3a6e3neyeHHsA AOCTYNYy Ta 06CNYroBYBaHHSA JIOKaNbHOI Mepexi»

(OK 021:2015: 50330000-7 Mocnyru 3 TEXHIYHOro 06CNYroByBaHHA TeNEeKOMYHiKaLiiHOro

obnagHaHHA)

Ha BukoHaHHA noctaHoBu KMY Big 11 »oBTHA 2016 p. Ne 710 «Mpo edektusHe
BUMKOPUCTaHHA AepXXaBHUX KOLUTIB» Y 3B’A3KY i3 HEOOXIAHICTIO NpoBeaAeHHs 3akyniBni «[locnyru i3
3abesneveHHa gocTyny Ta obcnyrosyBaHHA nokansHoi mepexi» (AK 021:2015: 50330000-7
[locnyrn 3 TexHi4Horo o6cnyroByBaHHs TeNekoMyHikauinHoro obnagHaHHs)  HeobxigHo
3a6e3neynTn OnpunloAHEHHS OBI'PYHTYBaHHS TEXHIUHUX Ta SKICHUX XapaKTepucTuk npeameTa
3akynisni, Moro ouvikysaHoi BapTocTi Ta/abo po3Mipy BHOAXKETHOro NPU3HaYeHHA Ha BlacHOMY Beb-
cawrTi.

1. HasBa npeamerta 3akyniBni i3 3asHayeHHAM Kody 3a E€AMHMM 3aKkyniBeNnbHUM
cnoBHUKoM: «llocnyru i3 3abesnevyeHHs AoCTynNy Ta obcnyrosyBaHHA NokansHol Mepexi» (OK
021:2015:  50330000-7 [locnyrn 3 TexHiMHoro ofcnyroByBaHHA  TenekoMyHikaliiHoro
obnagHaHHS|)

2. Bua Ta ineHTudbikaTtop npouenypu 3akyniBni: BigkpuTi Topri 3 ocobnusoctaAmun, UA-
2025-01-14-013252-a.

3. O6rpyHTyBaHHA AouinbHOCTI 3akyniBni: 3akyniens «[locnyru i3 3abe3neyeHHa goctyny
Ta_obcnyrosyBaHHA nokanbHoi Mepexi» (AK 021:2015: 50330000-7 [lNocnyrn 3 TexHi4Horo
obcnyroeyBaHHA TeNeKoMyHikauliiHoro obnagHaHHA) 34iMCHIETLCA ANA 3abe3nevyeHHA poboTu
OENAPTAMEHTY «AOMIHICTPALIA MICBKOIO rofiOBM» JIbBIBCbKOT MICLKOI PAAN.

4. OuikyBaHa BapTicTb Ta 06I'pyHTYBaHHA OYiKyBaHOI BapToCTi npegMeTa 3akynisni: 120
000,00 rpH. BusHayeHHs odikyBaHOI BapToCTi npegmeTa 3akynieni obymMOBneHo, Ha niAcTasi
3aTBEPAKEHOT LEHTpanbHUM OpraHoM BWKOHaBYOl Bnagu, Wo 3abesnedye opMyBaHHA Ta
peanisye gepxaBHy NoniTuky y cdepi nybniyHux 3akynieenb, NPUMIPHOT METOOUKA BU3HAYEHH:A
oviKyBaHOI BapTOCTi npegMeTa 3akynieni, a came: 3rigHO 3 nyHktom 1 posginy Il Hakasy
MiHicTepcTBa pPO3BUTKY €KOHOMIKW, TORriBNi Ta CinbCcbkoro rocnogapctea YkpaiHW Bif
18.02.2020 Ne 275 3i 3amiHaMu, CTatUCTUYHKUM aHani3oMm iHdopmauii npo uiHy npeameTa
3aKkyniBni (NOpPIBHAHHA UiH Ha aHanoriyHi nocnyrv, 3akynneHi y nonepeadi nepiogn Ta UiH
MOCNYT, WO MICTATbCSA B MeEpexi |[HTepHeT y BiAKPUTOMY AOCTYNi, B TOMY YMCIi B €NEeKTPOHHIN
cuctemi 3akynisens «[1po3opo») BpaxoByUW Nepiof HagaHHA MNOCNyr, KinbkicTb aboHETHIB,
HeoOxiaHi 0bcarn Ta 3annaHoBaHi BaXKeTHI Npu3HavyeHHsa Ha 2025 pik.

5. OGFpYHTYBaHHA TEXHIYHUX Ta SIKICHAX XapakTepuUCcTUK npeameTa 3akynieni: TepmiH
HagaHHAa nocnyr — go 31 rpyaHa 2025 p.

AKIiCHI Ta KiNbKICHI XapaKTepuCTUKX 3aABNEHO! KINbKOCTI Ta AKOCTI NOCMyr BU3HaYeHi 3
ypaxyBaHHAM KinbKOCTi OAWHWLE KOMM'IOTEPHOI TEXHIKM Ta HeobxigHux notped ANSA BUKOHAHHS
NOBHOBaXKEHb AenapTameHTy.

BpaxoBytoun 3asHadeHe, 3aMOBHWK MPWUAHAB PILUEHHA CTOCOBHO 3aCTOCYBAHHA TaKWX
TEeXHIYHUX Ta AKICHUX XapaKTEPUCTUK NpeaMeTa 3aKynisni:

1. MigTPUMKA NpaLe3naTHoCTi KOMM IOTEPHOT NIOKaNbHOT Mepexi 3aMoBHMKa B BE3NePepBHOMY PeXUMI
—24/7.

2. BuKoHaBelUb HanalITOBYe OKpemy BipTyanbHy nokanbHy mepexy (VLAN) sacofamu, Lo makTb
[ilounii  BUCHOBOK LUOAO BIANOBIAHOCTI BUMOram HOPMATMBHWMX AOKYMEHTIB 3 TEXHIYHOro 3axucTy
iHbopMaLlil ANA  NILKMIOYEHHS HeaanexHoro 3'edHaHHs, Wo Oyae BiACTEXyBaTUCH i KoHTpontoBaTMCA
CUCTEMOI MOHITOPUMHIY 3rigHO BMMOr Ta 3BepHeHb 3amoBHUKa. MaplpyTusauis nokanbHol mepexi Ta
3B'R30K 3 HWWUMW Mepexamn BukoHaseub noBuHeH 3abesnedvyBaTh anapaTHUM MapLupyTM3aTopoM 3
hYHKUIEIO MibKMEpEXeBoro ekpaHy HacTynHoro nokoniHHa (NGFW) 3 3aranbHOt0 npomnyCckHO 34aTHICTIO He
MeHLwe 2 [6iT/c, HagaTW NIATBEPAXEHHS AaHOro NPUCTPOD Ha BanaHci




3. BukoHaBelUb 34JIACHIOE NOCTINHWA Ta Oe3nepepBHWA MOHITOPUHI MNpaLe3faTHOCTI MepexHoro
obnafHaHHA B CUCTEMI MOHITOPWHIY cny»D i CTaHiB KOMN'OTepHOT Mepexi.

4. BukoHaBeub NOBUHEH 3a6e3neynTW ONTUYHWIA KkaHan 3B'A3ky Big cebe, ANA MOMIMBOCTI
HanawTyBaHHA Ta MOHITOPWHIY AOCTyNy Ta 0OCNyroByBaHHSA NOKaNbHUX MEPEX.

5. 3abesneveHHs HaginHoi Ta 6GesnepebiitHoi poboTw nokanbHOI Mepexi, BUKOHaBelb NOBUHEH
3abe3neunTn KepoBaHUMW KOMyTaTopamu 2 piBHA, MoAeni (MoAens) HSKUX MakwTb BWCHOBOK LOAO
BIANOBIAHOCTI BMMOraM HOPMAaTWMBHUX [OOKYMEHTIB 3 TeXHiYHOro 3axucTy iHdhopmauii Ta BignosifalTb
HacTynHum BuMoram abo e Kpalumu:

o dikcosaHa 1U — ans BctaHoBnexHs B 19” wadpy

e He meHwe 24 noprie, He ripwe Hix 1000BaseT

e He meHwe 4 noptis 1Gb SFP

e [IponyckHa eMHICTb kKoMyTauii He meHLwe 41 mnH.nak./cek

¢ 3arafnbHa eMHICTb kOMyTaUii He meHwe 5616/c y pexvumi NOBHOro Aynnekca

o Po3mip Tabnuui MAC-agpec He meHLe 8192 3anucis

e [igTpumka Jumbo-kagpis po3mipom He meHwe 9220 GanT

e dyHKUioHanbHi Bumoru Dynamic Host Configuration Protocol (DHCP)

e CymicHicTb 3 Radius Server Ta Aruba Clear Pass abo eksiBaneHTHUM cepsicom

¢ Internet Group Management Protocol (IGMP) v2
Voice VLAN
Rapid Per-VLAN Spanning Tree (RPVST+)

Network Timing Protocol (NTP)

e NOPTK 3 NigTpuMkor PoE

e |EEE 802.3ad Link Aggregation Control Protocol (LACP)

¢ MAC-based VLAN assignment

¢ Access Control Lists (ACLs) Ha ocHosi VLAN Ta noprtie

e Spanning Tree Root Guard (STRG)

¢ Bridge protocol data unit (BPDU) Guard

e [13epKkanioBaHHA NOpPTIB
Ha mopenb (Mofeni) komyTaTopa HadaTl KOnbOpPOBY CKaH-komiko (konii) BMCHOBKY (BMCHOBKIB) LOAO
BiANOBIAHOCTI BUMOraM HOPMAaTUBHUX LOKYMEHTIB 3 TEXHIYHOro 3axucTy iHdopmauii.

6. HasBHicTb niaTpumku KopucTysadie (Bipain, cnyx6Ga, UeHTp, Towo). BukoHaseub 3AIACHIOE
NIATPUMKY KOPUCTYBadiB (3amMoBHMKa) ¥ poBOYUI Yac 3aMOBHWKA AK BIAAANEHO TaK | MOKanbHO 3a aApecor
3aMOBHMKa/BCTaHOBNEHOro obnagHaHHs.

7. Cnys6a NiATPUMKM BUKOHABUS LOAO HaAaHHA nocnyr 3 06cnyroByBaHHA NOKanbHOI KOMM'IOTEPHOT
Mepexi NoBuHHa 3abeaneyysaTu HacTyNHe:

. PeecTpallist 38epHeHb B e4uHiin CRM yn ITSM cuctemi;

. CynpoBia 3asBKku 4O MOMEHTY NOBHOTO BUPILLEHHS 3BEPHEHHS,

. 3BOPOTHIN 3B'A30K 3 KOPUCTYBaYeM (3aMOBHWUKOM) MICNA 3aKPUTTS 3BEPHEHHS;
. 3anuc TeneOoHHNX PO3MOB 3 KOPUCTYBaYeM (3aMOBHUKOM).

8. HanexHa niaTpumMKa 3amMOBHMKA 3AINCHIOETECH BUKOHABLIEM l«apes GaratokaHanbHy NiHito 38’A3KY.
[ns niaTBepaeHHs HassHOCTI BaraTokaHaneHoT TenedOoHHOT NiHii 38'A3ky NIATPUMKM KopucTyBadiB (3

MOXMMBICTIO OAHOYACHOT NIATPUMKM GinblUe HiX OAHOTO 3asBHWKA B TeNeOoHHOMY PexXuMi) HaaaTtv konito
[oroBopy 3 TenedOHHUM npoBaiigepom npo GaratokaHanbHICTb Homepy Ta iHgopMaLliiHy nosigky, 3a
NiANUCOM KepiBHUKa abo 0CoBW YNOBHOBAXEHO! YHACHWKOM Ha MignMcaHHa nponosuii, Wo NiATBEpAXye
OaHuii dakT.

9. BukoHaBeUb 3A4IACHIOE NOCTiHWI Ta GeanepepBHWI MOHITOPWUHI PECYpCiB Ta BUKOPWCTaHOro
Tpadiky.

10. BukoHaselb 34IMCHIOE NiAKTIOYEHHN KOPUCTYBaYiB A0 KOMM IOTepHOT mepexi (MK- pozetka RJ-45),
3a HeoBXigHOCTI, 3AINCHIOE 3aMiHy PO3ETOK, KOHEKTOPIB, MepexeBoro kabento, Towlo.

11.BuKoHaBeLb NOBUHEH 3aBe3NeynTu BiAHOBNEHHS npauesaaTtHocTi Ta/abo 3amiHy obnagHanHa He
nisHille 2-X roaWH 3 MOMEHTY 3BEepHeHHs. Y Bunagky Buxogy 3 nagy obnajHaHHA W“oro 3amiHa mMae
3AIACHIOBATMCA NPOTArOM 3 roAuH (He Binblue), Yac BUKOHaHHSA poGoYi AHi, po6oui roguHu.

12. BuKoHaselb 3abesrnedye opraHisauilo HafaHHs nocryr NpoTsrom 3-X AHIB 3 AHSA nianucaHHs
[OroBopy.

13.0pieHTOBHa KiNbKICTb NPUCTPOIB 3aMOBHMKA AKWM HEOOXIAHO 3abe3nedunTy AOCTyn A0 f0KanbHOI
Komn'toTepHoT mepexi - 63

YnoBHoBa)xeHa ocoba
JenaptaMmeHTy «AgMmiHicTpauis Neca rYOUMA-MICEIOK
MiCbKOro ronosu




